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ABSTRACT

This study proposes a privacy-friendly, reliable, economical, and
flexible smart home security monitoring system that consists of
non-intrusive and low-cost vibration sensors, a stranger detection
algorithm based on the two-sample ¢-test, and an occupant identifi-
cation algorithm based on a support vector machine model. Unlike a
traditional home security system that extensively deploys cameras,
the proposed system uses the building structure to sense the rich
information embodied in human footsteps indirectly and passes
the information to vibration sensors. The proposed home security
system is highly flexible in its definition of occupants and strangers,
allowing the end-user to customize the system to satisfy various
needs under different application scenarios. Previous studies have
utilized footstep-induced floor vibrations for occupant detection
and estimating the left-right walking gait of humans. However,
studies focusing on stranger detection are scant. This study aims
to address the urgent need for a privacy-friendly home security
monitoring system using footstep-induced floor vibrations.
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1 BACKGROUND AND MOTIVATION

In recent years, the home security camera has become popular, with
over 20% of houses in the US possessing home security cameras. [3].
Despite the rising popularity of home security cameras, the security
experts and end-users of home camera devices have raised concerns
about the associated security and privacy risks [11]. A 2019 study
conducted by Porch surveyed 986 people and found that 57% of the
population interviewed are not comfortable with home surveillance
[1]. Recent several attacks on home security cameras also stirred
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privacy concerns on home cameras which are usually internet-
connected, over-privileged, and vulnerable to cyber attacks [11]. In
light of the pressing demand for a non-intrusive privacy-friendly
home security monitoring solution, this study aims to develop an
alternative sensing and processing system to address the growing
needs of a camera-free home security monitoring solution.

Using the building structure as a sensing medium to infer infor-
mation on the building’s surroundings is an emerging topic, lying at
the cores of many research works. The building structures are sub-
ject to a wide range of activities and impacts. The human footstep is
one of the many actors on building structures. Previous studies have
shown that structural vibrations induced by human footsteps em-
body much more information than people might assume [2, 5, 6, 8].
For example, Fagert et al. (2017) use footstep-induced structural
vibrations to estimate human left-right walking gait balance [2].
Directly related to this study, footstep-induced floor vibration was
previously utilized for occupant detection [5, 6, 8]. These previous
studies have proven the feasibility and usefulness of using footstep-
induced floor vibrations to infer information about the initiator of
structural vibrations. However, previous studies are not tailored
towards stranger detection. Efficient and reliable solutions focusing
on stranger detection remain scant. This study aims to bridge the
gap between stranger detection and using the building structure as
a sensing medium.

2 LITERATURE REVIEW

Studies leveraging footstep-induced structural vibrations exist in
the literature. Lam et al. (2016) pointed out that monitoring footstep-
induced structural vibrations provides a non-intrusive sensing ap-
proach to perform occupant detection [5]. Lam et al. presented
a two-stage footstep-induced signal detection algorithm that im-
proves the detection performance by increasing the signal-to-noise
ratio in the vibration data, which is achieved by amplifying the
signals at dominant frequencies of the structure. Their proposed
algorithm could also differentiate between footstep-induced vibra-
tions and other impulse excitations. Pan et al. (2017) presented a
pedestrian identification system that also uses footstep-induced
vibrations [8]. In addition to incorporating step location and fre-
quency, the system also considers how an individual step signal
could change as the walking speed varies. The study introduced
an iterative transductive learning algorithm (ITSVM) to achieve
robust pedestrian identification with limited training data available.
More recently, Li et al. (2019) proposed a smart home system to
detect the occupancy [6]. Inference on the multi-occupant daily
activities and social interactions is made possible by the indoor
footstep localization method the authors present. The studies above
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proved the feasibility and usefulness of footstep-induced floor vi-
brations. However, stranger detection does not lie at the core of
these previous research works. An efficient and reliable solution for
stranger detection using footstep-induced floor vibrations remains
nonexistent.

3 EXECUTIVE SUMMARY

This study proposes a privacy-friendly, economical, reliable, and
flexible home security monitoring system shown in figure 1. The
system consists of vibration sensors, a stranger detection algo-
rithm, and an occupant identification algorithm. The sensors used
in this study to collect footstep signals of ten participants are SM-24
Geophones that measure the velocity of floor vibrations [9]. The
proposed system adopts non-intrusive and economical sensors in
lieu of privacy-intrusive and expensive cameras extensively used in
a traditional home security solution. The proposed stranger detec-
tion algorithm is a multi-threshold model based on the two-sample
t-test, while the proposed occupant identification algorithm uses a
Support Vector Machine (SVM) model with a Gaussian kernel. Both
algorithms are tuned and tested on multiple bootstrapped samples
(1000 samples for the stranger detection algorithm and 100 samples
for the occupant identification algorithm). Each bootstrapped sam-
ple contains training and testing datasets that are split randomly.
See sections 5.1 and 5.2 for details on the resampling scheme and
the training and testing scheme of the algorithms. Both algorithms
yield satisfactory performances. The stranger detection algorithm
has an optimal performance of P(detection) = 97.4% and type I error
= 14.6% as shown in figure 9. The occupant identification algorithm
has a classification accuracy of 87.2% on training data and 66.4% on
test data as shown in figure 7. Note that the occupant identification
algorithm uses only one footstep to classify the occupant, i.e., the
classification accuracy is computed by counting the number of cor-
rectly classified footsteps. For an eight-class classification problem
with a small dataset available (432 observations), the performance
of the occupant identification algorithm is delightful. Overall, this
study validates the usefulness of footstep-induced floor vibrations
for human identification and inventively explores applying it to
home security monitoring. More specifically, this study brings up a
flexible and logic-driven initial framework for a privacy-friendly
home security monitoring system and clears the path for future
work on this research topic.

Privacy-nonintrusive home security monitoring system

: T
a i Tt
v P ]
—
-—

footstep vibration sensor post-processing
SM-24 Geophones

Figure 1: Illustration of a privacy-friendly home security
monitoring system proposed by this study.
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4 SYSTEM DESCRIPTION

The proposed home security monitoring system is built upon the
sensing network, feature extraction, and machine learning algo-
rithms. This section provides a detailed description of the afore-
mentioned components of the system.

4.1 The Sensing Network

This study utilizes SM-24 Geophones to measure the velocity of the
floor vibrations induced by 10 participants. Attached to a wooden
building structure, SM-24 Geophones collected 12 trace records
for each participant. All trace records were labeled with the corre-
sponding participant. The raw signals were transformed into digital
signals stored in computers. The digital signals store the value of
the voltage. The sampling frequency is 25600Hz, and each record
lasts 10 seconds, which means each time-series contains 256000
data points.

4.2 Feature Extraction

The digital signal first passes a noise-suppression filter called Wiener
Filter [10]. Shown on the left of figure 2 is a filtered trace record
containing multiple footsteps. As bounded by the red box in figure
2, each footstep is extracted separately from the entire record for
later use. However, not all footsteps were successfully extracted.
Table 1 shows the number of total extracted footsteps for each
participant. Notice in table 1, there are eight occupants and two
strangers. Such division is based on the need to train the algorithm.
See section 5 for more details. After being extracted from the fil-
tered trace record, each time-domain footstep signal is transformed
into a frequency-domain signal, power spectral density estimates,
shown on the left of figure 2. The transformation from time-domain
to frequency-domain enables the analyzers to observe the signal’s
energy distribution over a specific frequency range. The insufficient
predictive power of statistics of time-domain signals also roots for
such transformation. Figure 2 shows that most information exists
within the first 300 Hz. Therefore, the first 25 data points (0 to 312.5
Hz) on the frequency-domain signal are selected to be the initial
features for this study.

Given the relatively small sample size (n = 489) and high dimen-
sion (p = 25), the curse of dimensionality is foreseen to be a signifi-
cant problem. The curse of dimensionality refers to problems one
might encounter in the analysis of high-dimensional data. For ex-
ample, the higher the dimensionality is, the more likely overfitting
is to happen [4]. To mitigate such concerns, Principal Component
Analysis (PCA) is performed on the data. PCA projects the data
into a lower-dimension space by extracting the most significant
features out of the original data. Figure 3 shows the ratio of variance
explained by each component and the cumulative explained ratio.
The first nine components explain over 99% of the variance in the
data, so the reconstructed first nine components are selected to be
the final features of the stranger detection and occupant identifica-
tion algorithms. Figure 4 shows all 489 samples spanning the first
two features. Two participants are assigned as "strangers," and the
remaining eight participants are considered "occupants" for the pur-
pose of developing the stranger identification algorithm. The exact
number of strangers is not of interest to the system because it will
always trigger the alarm whenever it detects a stranger. Therefore,

2021-03-19 01:21. Page 2 of 1-6.

175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231

232



233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276

278
279
280
281
282
283
284
285
286
287
288
289
290

A Privacy-friendly Smart Home Security Monitoring System Using Footstep-induced Floor Vibrations

Table 1: Number of Available Footstep Signals Per Person

Person Number of Available Footsteps
Occupant No.1 48
Occupant No.2 49
Occupant No.3 44
Occupant No.4 49
Occupant No.5 54
Occupant No.6 63
Occupant No.7 61
Occupant No.8 64
Stranger No.1 31
Stranger No.2 26

this study does not distinguish between strangers as suggested in
figure 4. By doing this, the study also addresses the fact that some
burglaries are done by multiple people.

80/

Voltage (v)
PSD estimate

0 50 100 150 200 250 300 350 400
Frequency (Hz)

4 6
Time (sec)

time-domain filtered digital signal frequency-domain signal

Figure 2: Transformation from time-domain signals to fre-
quency domain signals.

o o o
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o

1 2 83 4 5 6 7 8 9 10 11 12
Principal components

Figure 3: The ratio of variance explained by each principal
component. The red curve denotes the cumulative values.

4.3 Stranger Detection Algorithm

The stranger detection algorithm’s core is the two-sample ¢-test,
with three thresholds steering the model performance. Three thresh-
olds are tuned in the training phase of this algorithm. See more
details in section 5. The two-sample ¢-test in this study evaluates
the null hypothesis that the two population means are equal, but
the variance need not be. Each two-sample ¢-test returns a p-value
ranging between 0 and 1. p is the probability of observing a test
statistic as extreme as or more extreme than the observed value if
2021-03-19 01:21. Page 3 of 1-6.
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100 Scatter Diagram of Ground Truth

+ Person No.1
Person No.2
Person No.3
Person No.4
Person No.5

* Person No.6

« Person No.7

« Person No.8

Stranger

Feature No.2

-50
0 50 100 150 200
Feature No.1

Figure 4: All observations in a 2D feature space (the first 2
principal components). Each dot represents a footstep from
an occupant and different colors indicate different occu-
pants, while each box represents a footstep from a stranger.

the null hypothesis holds. A small p-value casts doubt on the valid-
ity of the null hypothesis [7]. Figure 5 shows a bottom-up flowchart
of the stranger detection algorithm. When an unknown person
enters the area monitored by this system, multiple footstep signals
are recorded to form an n-by-9 design matrix (n is the number of
footsteps). The first column (feature No.1) of the design matrix is
first compared to feature No.1 of the prototype footstep signals of
occupant A, and a p-value is returned. Specific to this study, p is
the probability of observing a mean as extreme as or more extreme
than the observed value under the null hypothesis that the vector
containing feature No.1 of footsteps of the unknown person and the
vector storing feature No.1 of the prototype footsteps of occupant
A come from normal distributions with equal means and unequal
variances. If the p-value returned exceeds the threshold on p (called
p threshold), the algorithm considers feature No.1 of this unknown
person’s multiple footsteps to be possibly from occupant A, conse-
quently dispelling the suspicion on feature No.1 and increasing the
similarity count by one.

Similarly, the first column of the design matrix is compared to
feature No.1 of the prototype footsteps of occupant B, and if the
p-value returned exceeds the p threshold, the algorithm considers
feature No.1 of this unknown person’s multiple footsteps to be also
possibly from occupant B and also increase the similarity count by
one. The first column of the design matrix is eventually compared
to feature No.1 of all eight occupants. The similarity count keeps
track of how many occupants this unknown person’s feature No.1
resembles. If the similarity count exceeds another threshold called
count threshold, then the suspicion on feature No.1 of this unknown
person is restored. In such a case, this unknown person’s feature
No.1 is considered a "chameleon,’ which can adapt to deceive and is
not trustworthy. After deciding the status of the unknown person’s
feature No.1, either suspicious or clean, the algorithm continues
to compare the second column of the unknown person’s design
matrix with feature No.2 of the prototype footstep signals of all
eight occupants and determines the status of the unknown person’s
feature No.2. Eventually, all nine features of this unknown per-
son are examined and given statuses. If the number of suspicious
features exceeds the third threshold called feature threshold, then
this unknown person will finally be detected as a stranger, and the
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alarm will be triggered accordingly. If the number of suspicious
features does not exceed the feature threshold, then the algorithm
considers this person an occupant and passes this person’s data to
the occupant identification algorithm (shown as classification al-
gorithm in figure 5). The occupant identification algorithm further
identifies this unknown person as one of the occupants.

Cl n
1 c fE— Stranger!
,  Algorithm F . e Alarm triggered
e ' Yos
# of suspicious feature

No > feature threshold?
Unknown Person a Unknown Person a
Feature no.1 Feature no.9
Status Determined Status Determined

free from ‘ restore
suspicion | suspicion

No

1 <count < count threshold?
Yes

dispel suspicion )
count += 1 Stranger Detection
Aves Algorithm

p>p threshold?

No

pvalue pvalue

ttest ttest

Occupant A Prototype Occupant | Prototype
Feature no.1 Feature no.1

Feature no.1 Feature no.1

{ Unknown Person a } [ Unknown Person a }

Figure 5: The flowchart of the stranger detection algorithm
and its connection with the classification algorithm (occu-
pant identification).

4.4 Occupant Identification Algorithm

The occupant identification algorithm is essentially an eight-class
Support Vector Machine (SVM) classifier with a Gaussian kernel.
Multiple reasons support the choice of SVM. First, this study deals
with a relatively small dataset (432 observations for occupants), and
SVM is known to work well in a small-dataset setting. Second, un-
like linear discriminant analysis (LDA) and quadratic discriminant
analysis (QDA), SVM does not assume the data distribution, thereby
guaranteeing to perform stabler given a dataset of an unknown dis-
tribution. Last, SVM is proven a robust and efficient algorithm for
high-dimensional problems like this study. Other machine learning
methods, e.g., LDA, QDA, and logistic regression, are also attempted
but not selected due to less desirable performances. Section 5.1 de-
scribes the tuning of the parameters in the SVM model.

4.5 Application Scenario

The proposed smart home security system could successfully detect
strangers who enter the sensor-monitored areas in the house and
trigger the alarm. The sensor-monitored area should be chosen so
that, in most cases, only occupants of the house have access to it.
Due to the flexibility and extendability of the system, the end-users
could also set up sensors in semi-private areas like the front door
and driveway. In that case, when the algorithm detects a stranger
on the front door, instead of instantly triggering the alarm to scare

C., Wang

the stranger away, it will alert the homeowner first. If the stranger
later enters the private sensor-monitored area within the house,
the system will trigger the alarm. By monitoring both semi-private
and private areas, the end-user could stay fully aware of the home
security status.

In this system, an occupant means a person whose footsteps are
stored as prototypes, and a stranger is someone whose footsteps are
intrinsically alien to this system. Such definition of occupant and
stranger endows the system with great flexibility to adapt to various
needs. Imagine home cleaners and plumbers come to the house reg-
ularly. It makes sense for the system to collect their footstep signals
and store them as occupant prototypes so that when they come
to work, they will not trigger the alarm (which could result in fur-
ther actions such as calling the police). Moreover, the homeowner
could decide which days the house expects a cleaner or a plumber,
and only on those particular days, the cleaner or plumber will be
considered an occupant. On any days other than the user-specified
time slot, the cleaner will still be identified as an "occupant" by the
stranger detection algorithm. However, the occupant identification
algorithm will subsequently identify the cleaner and issue an alarm
because the cleaner is not expected in the house. In that regard,
the proposed system is compelling in preventing crimes committed
by acquaintances (e.g., home cleaners and plumbers) because the
system could easily identify the acquaintance with his or her foot-
steps already stored as prototypes in the system. The system also
works well under many other special scenarios. Imagine a couple
who just separated used to live in a house together but now only
the female lives in the house. Using this system, the female could
protect herself against a violent ex-husband on whom the court
puts a restraining order. Because the system is already familiar
with the footsteps of the ex-husband, it becomes even easier for the
system to detect the ex-husband who is no longer welcomed.

4.6 Challenges

Dealing with such an emerging topic, this study has encountered
many challenges, the biggest one being to come up with a sensible
stranger detection algorithm. The author uses logical reasoning
combined with model testing to finally land on the algorithm intro-
duced in figure 5. The interpretation of results and the justification
of the application scenario also pose challenges. Like many other
machine learning projects, this project also struggles to find the
optimal learning methods.

5 EVALUATION

This project adopts separate resampling schemes for stranger de-
tection and occupant identification algorithms, and trains and tests
the two algorithms differently. Nonetheless, both algorithms are
trained and tested on multiple bootstrapped samples. Bootstrapping
is a powerful resampling method to get "new" groups of sample
data without costing extra money and time [4].

5.1 Resampling Scheme

As shown in figure 6, for the stranger detection algorithm, 20 foot-
steps per occupant are chosen as prototypes, and the remaining
data is split evenly into train and test datasets. The train data con-
sists of footsteps from eight occupants and two strangers, and so
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does the test data. Two strangers are labeled as "Stranger" without
further differentiation because the number of strangers is not of
interest. The resampling scheme for the occupant identification
algorithm is straightforward. For each bootstrapped sample, the
resampling method randomly draws ten footsteps per occupant
from all footsteps as test data and uses the rest as train data.

5.2 Model Training and Testing

The stranger detection algorithm has 9000 possible sets of parame-
ters (100 p thresholds, nine count thresholds, and ten feature thresh-
olds), i.e., 9000 candidate models in total. The 9000 candidate models
are evaluated on 1000 bootstrapped samples. The average perfor-
mances on 1000 bootstrapped test data, i.e., probability of detection
and false alarm rate, are plotted in figure 9. The algorithm’s perfor-
mances on train and test data are rather close as suggested by figure
10. The parameters are tuned such that when tested on both train
and test data, the algorithm yields a high probability of detection
and an acceptable false alarm rate.

The occupant identification algorithm is an SVM model with sev-
eral parameters to tune. SVM models with different box constraints
(the penalty imposed on observations that violate the margin) and
different kernels are trained and tested on 100 bootstrapped sam-
ples. An SVM model with a box constraint of 2 and a Gaussian
kernel turns out to be the optimal model with good performances
on both train and test data. Figure 7 shows the histogram of the
classification accuracy of the optimal SVM model adopted by the
algorithm.

Resampling Algorithm

( Train Data \ Test Data
(167x9) (162x9)

(138x9) (134x9)

Stranger Train Data

(29x9)

1 1
1 1
1 1
1 Occupant Train Data Occupant Test Data I
1 1
1 1
Stranger Test Data 1
1 (28x9)
1 1

Stranger Detection Algorithm

Prototype Data
(160x9)

8 occupants
20 footsteps per occupant

False alarm rate
Probability of detection

Figure 6: Resampling scheme for the stranger detection al-
gorithm. Bootstrapped samples containing train and test
datasets are passed to the stranger detection algorithm.

6 RESULTS

Overall, both stranger detection and occupant identification algo-
rithms work well. The tuned stranger detection algorithm has a
delightful probability of detection of 97.4% and an acceptable false
alarm rate of 14.6%. That is, the algorithm occasionally triggers a
false alarm but seldom misses a true positive. The stranger detection
algorithm’s performances on train and test data are rather close, as
suggested by figure 10. In other words, a candidate model with a
good performance on train data is guaranteed to work well on test
data. Such stable performance demonstrates the reliability of the
2021-03-19 01:21. Page 5 of 1-6.
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algorithm. The area under the ROC curve (AUC) shown in figure 9
is 0.895, which is a significant improvement over a naive model with
an AUC of 0.5. The occupant identification algorithm uses only one
footstep to classify the occupant and already performs reasonably
well with an average classification accuracy of 87.2% on train data
and 66.4% on test data. The occupant identification algorithm’s
performance is expected to be improved if the algorithm is further
developed to use multiple footsteps for classification. As shown in
figure 8, some occupants are more likely to be misclassified than
others because their observations are close to one another in the
feature space.

30 30
1 1
1 1
25} 1 25+ \
1 1
20 {~mean = 0.66 20 {&iean = 0.87
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315 J 315 .
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1 1
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5t 0 5 1
1 1
= | . = 1 | —

0.85 0.86 0.87 0.88 0.89 0.9
Classification accuracy on train data

0.55 0.6 0.65 0.7 0.75
Classification accuracy on test data

Figure 7: The histogram of classification accuracy of the oc-
cupant identification algorithm on training data and test
data for 100 bootstrapped samples.

100 Predictions on test data

+ Person No.1
Person No.2
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Person No.4
Person No.5

+ Person No.6

+ Person No.7

50 c
* +  Person No.8

Feature No.2

50 . .
0 50 100 150 200
Feature No.1

Figure 8: Predictions on training data using the SVM model.
A square flags a wrong classification.

7 CONCLUSION

This study proposes a privacy-friendly, economical, reliable, and
flexible home security monitoring system, bridges the gap between
stranger detection and using the building structure as a sensing
medium, and clears the path for future work on this topic. The
proposed stranger detection and occupant identification algorithms
are reliable and computationally efficient, with good performances
on a large number of bootstrapped samples. The high average
probability of detection and the low average false alarm rate over
1000 bootstrapped samples prove the usefulness and reliability of
the stranger detection algorithm. The adequate performance of
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Figure 9: The ROC curve obtained by varying three thresh-
olds. Each dot represents the average performance on 1000
samples of the stranger detection algorithm using one par-
ticular set of thresholds. There are 9000 dots in total corre-
sponding to 9000 sets of thresholds.
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Figure 10: Plotted on the left is the training type I error vs
testing type I error, while plotted on the right is the training
probability of detection vs testing probability of detection.

the occupant identification algorithm gives the author more confi-
dence in the potentials of this system. The proposed smart home
security monitoring system adopts non-intrusive vibration sensors,
effectively addressing the rising concerns over the privacy risks
associated with home cameras that are usually internet-connected,
over-privileged, and vulnerable to cyber attacks. The lower cost of
vibration sensors also makes the system more desirable for both
the company that develops the product and end-users. Moreover,
as discussed in section 4.5, the flexible definition of occupants and
strangers allows the end-users to customize the system to satisfy
various needs under different application scenarios.

8 LIMITATION AND FUTURE WORK

Even though this study proposes a promising home security moni-
toring solution using footstep-induced floor vibrations, limitations
and room for improvement exist. As shown in figure 4, different
classes are not well separated from one another. If more informative
features could be extracted such that different classes are separable,
the system is expected to perform even better. Second, data avail-
ability is quite limited, especially in the sense that footstep signals
are from only 10 participants. Under such constraint, this project

C., Wang

only considers two strangers, so it is possible that the algorithm
only works well for detecting these particular two "strangers" seen
in the training phase. To mitigate the concern of fitting to particular
strangers, a company that plans to turn this system into a product
could build a library containing footstep signals from thousands of
"strangers." With the "stranger” library readily available, the algo-
rithm could randomly select multiple strangers in the library for
their footstep signals in each bootstrapped sample. Similar to the
procedures described in this project, each of the 9000 candidate
models (corresponding to 9000 sets of thresholds) could be evalu-
ated on multiple bootstrapped samples to find the optimal set of
thresholds.

To further develop and improve the home security system, future
work includes: collect more data from individuals who have not
previously had their footsteps recorded; explore other advanced
machine learning algorithms; design and set up experiments where
multiple people walk through the sensing area at the same time
and investigate the system performance in such cases.
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